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Detection of OPA Stegd?Data and Secure Steganography in Palette Images

ZHANG Xin2peng, WANG Shuo2zhong
(School & Communication and Information Engineering, Shanghai University , Shanghai 200072, China )

Abstract:  Although distortion caused by the optimal parity assignment (OPA) steganography is very small, it is nat secure €2
nough due to the existence of sane peculiar colars. No ather colors can be modified into these colors in data embedding. This paper
proposes a new steganagraphic scheme that, while keeping the advartage of low distortion of the OPA, awids the abov€@mentioned pe2
culiar colors so that steganalysis based on the exploration of these colars is defeated. In addition, existence of steg? information in a
palette image may often be revealed through dbservation of a generated binary image that, due to the randomness of the embedded da2
ta, exhibts no correlation with the host mage. Making use of the local properties in the host image so that the chaotic degree is €2
duced, this securty flaw in many steganaographic techniques using palette images is removed.
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